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Purpose of the Lost or Stolen Computer or Electronic Storage Device Report

California Civil Codes 1798.29 and 1798.82 regulate the maintenance and dissemination of personal information by state agencies, and requires each agency to keep an accurate account of disclosures of personal information.  These codes require all organizations electronically storing personal information on California residents to notify residents if their unencrypted information is, or is reasonably assumed to have been, accessed by someone unauthorized to do so.  Other federal and state laws and regulations also govern the handling, storage and dissemination of confidential information.  Cal State LA classifies data into three levels – confidential, internal use and public.  Only Levels 1 and 2 apply to this reporting requirement.  ITS-2006-S Information Classification, Handling and Disposal describes the levels and provides examples of specific data elements in each level.
	What is Level 1 Confidential Data?
	Confidential data is information maintained by the University that is exempt from disclosure under the provisions of the California Public Records Act or other applicable state or federal law.  Its unauthorized use, access, disclosure, acquisition, modification, loss or deletion could result in severe damage to the CSU, its students, employees or customers.  Financial loss, damage to the CSU’s reputation and legal action could occur if data is lost, stolen, unlawfully shared or otherwise compromised.  Level 1data is intended solely for use within the CSU and limited to those with a “business need-to-know.”  Statutes, regulations, other legal obligations or mandates protect much of this information.  Disclosure of Level 1 data to persons outside of the University is governed by specific standards and controls designed to protect the information.  Confidential information must be interpreted in combination with all information contained on the computer or electronic storage device to determine whether a violation has occurred.


	What is Level 2 Internal Use Data?
	Internal use data is information that must be protected due to proprietary, ethical or privacy considerations.  Although not specifically protected by statute, regulations or other legal obligations or mandates, unauthorized use, access, disclosure, acquisition, modification, loss or deletion of information at this level could cause financial loss, damage to the CSU’s reputation, violate an individual’s privacy rights or make legal action necessary.  Non-directory educational information may not be released except under certain prescribed conditions.


Instructions

To ensure the campus complies with all laws and regulations regarding Level 1 and Level 2 data, owners of stolen or lost desktop or laptop computers or electronic storage devices are required to complete this form and submit it to ITSecurity@calstatela.edu immediately upon discovery of the loss.  This form is provided to the equipment owner by University Police at the time a theft report is filed, and a copy of this report is filed with the police report.  IT Security and Compliance will evaluate the data content and its vulnerability to determine whether notification to residents is required.
Contact Information
	Department 

     
	Location of Stolen Equipment
     
	Police Report Number
     

	Contact Name                                                                                   
	Ext

     
	Room
     
	Reporting Officer
     

	Equipment Owner’s Name(s)                                 

                                               
	Ext

     
	Room

     
	Date of Theft or Loss

     


System Information
	Type of equipment lost:
 FORMCHECKBOX 
 Desktop Computer     FORMCHECKBOX 
 Laptop Computer     FORMCHECKBOX 
 Tablet     FORMCHECKBOX 
 Smartphone     FORMCHECKBOX 
 Electronic Storage Device     FORMCHECKBOX 
 CD/DVD  
 FORMCHECKBOX 
 Other:  Please describe:        

	Quantity of devices lost:        
	Equipment Property ID number(s):        

	Describe the file content on the equipment:        

	As defined above, did the equipment contain:

Level 1 Confidential Data?    FORMCHECKBOX 
 Yes     FORMCHECKBOX 
  No      Level 2 Internal Use Data?     FORMCHECKBOX 
 Yes     FORMCHECKBOX 
  No       

	If you answered Yes to any of the above, please complete the following.

	Were all files containing personal, confidential or proprietary information encrypted?     FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No

	Were all files containing personal, confidential or proprietary information password protected?      FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No

	Do you have a back-up copy of the stolen or lost confidential file(s)?      FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No  

	If No to the previous question, can you recreate a copy of the stolen or lost confidential file(s)?      FORMCHECKBOX 
 Yes      FORMCHECKBOX 
 No


ITS OFFICE USE ONLY
	Date Received:      
	Time Received:      
	Evaluated by:      

	IT Security Case Number:       
	Action Required?     FORMCHECKBOX 
 Yes     FORMCHECKBOX 
 No

	Referred to University Counsel?    FORMCHECKBOX 
 Yes     FORMCHECKBOX 
 No
	Date Referred:        


