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Purpose
ITS-1028-G User Guidelines for HIPAA Compliance specifies that all departments, services, clinics, programs and individuals who collect, maintain, access, transmit or receive protected health information on paper or electronically are required to perform an annual review and attestation of their HIPAA compliance.  The purpose of this document is to provide departments a worksheet that can be used to meet this requirement.
Instructions
Department HIPAA administrators should use this online worksheet to identify and evaluate potential risks specific to HIPAA assets in your department.  The HIPAA administrator or designee should evaluate the unique operations and circumstances of the department and determine if additional evaluation beyond the scope of the worksheet is required.  

Also required is a copy of a completed form ITS-2805 Information Security Risk Assessment Worksheet.  Form ITS-2805 identifies and evaluates potential risks to Levels 1 and 2 information assets and the information contained in it is required as part of the HIPAA annual review and attestation as well as being required by CSU Information Security Policy Number 8020.0.  An electronic copy of form ITS-2805 should be forwarded along with this worksheet 
Based on the information collected from both worksheets, HIPAA administrators (both department and campus) will determine where security gaps exist, and determine what future steps need to be taken to improve security.  
Distribution
The HIPAA administrator or designee is responsible for preparing this report at the fiscal year-end and for having it reviewed by the department administrator.  The report should be submitted electronically to the director for IT Security and Compliance no later than July 15th.   The director for IT Security and Compliance will maintain a copy for the CSU audit compliance file and submit the original to the HIPAA compliance coordinator in Human Resources Management.  
Contact Information
	Name of HIPAA Administrator or Designee
     
	Office Extension

     
	Office Location

     

	Department

     
	College/Division

     
	Email
     


Security Review
	Review
	ITS-1028-G Ref.
	Yes
	No
	N/A

	1. Are information system activity records reviewed periodically – including audit logs, access reports and security incident tracking reports?
	4.1.3
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	2. Are procedures in place to ensure that only authorized personnel have access to PHI and systems that manage ePHI?
	4.1.5
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	3. Is Human Resources Management and the ITS Help Desk notified of any change in employment status (e.g., separation, department transfer) that impacts access requirements?
	4.1.5
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	4. Is there a training plan to reach all identified employees including trainees, interns, students, volunteers and managers?   
	4.1.6
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	5. Is employee training timely (at the start of employment and at least every 2 years thereafter)?
	4.1.6
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	6. Does the training program include: periodic security reminders, protection from malicious software, log-in monitoring, password management, and current vulnerabilities and threats?
	4.1.6
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	7. Is a password stronger than designated in the University standard required?
	4.1.7
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	8. Are procedures in place for creating, changing and safeguarding passwords?
	4.1.7
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	9. Does your system require the input of something known only to the person or entity seeking access to ePHI (such as a password or PIN) prior to granting the requested access?   
	4.1.7
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	10. Are actual or suspected breaches in any type of media immediately reported to the ITS Help Desk or the Director of IT Security and Compliance?
	4.1.8
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	11. Are procedures in place to respond to an emergency or system failure including being able to retrieve exact copies of electronic protected health information?
	4.1.9
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	12. Are procedures established that allow facility access in support of restoration of lost data under the disaster recovery plan and emergency mode operations plan in the event of an emergency?
	4.1.9
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	13. Has it been determined what protected health information is provided to which third-party service providers/business associates and that it is appropriate for the business purposes?  
	4.1.10
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	14. Does the contract with a third-party service provider/business associate and any agent to whom it provides information ensure that the information will be properly safeguarded and any security incident of which it becomes aware is reported to the University? 
	4.1.10
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	15. Does the contract with a third-party service provider/business associate authorize termination of the contract if there is a violation of a material term of the contract?
	4.1.10
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	16. Are repairs and modifications to the physical components of the facility which are related to security (for example, hardware, walls, doors, and locks) documented?
	4.2.4
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	17. Do authorized users have access to the minimum necessary information needed to perform their job function?
	4.3.1
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	18. Is each authorized user assigned a unique user identification to allow for tracking of activity and for accountability for functions performed when that user is logged into the system? 
	4.3.1
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	19. Are there policies and procedures to protect electronic protected health information from improper alteration or destruction?
	4.3.3
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	20. Are controls in place that ensures that the integrity of ePHI is maintained when in transit?
	4.3.5
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	21. Are unencrypted ePHI kept in a separate shared department directory that only allows access to authorized individuals and therefore not e-mailed?
	4.3.5
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	22. If utilizing a FAX machine, is it located in an area with limited access and designated for a specific function?   
	4.3.5
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	23. Are policies and procedures (written or electronic form) in place?
	4.5
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	24. Are changes to policies and procedures documented?
	4.5
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	25. Are all documents being retained in compliance with HIPAA Privacy Manual - Section 7.06 Document Retention?
	4.5
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



Steps to Improve Security
	Action to be Taken
	Person Responsible
	Due Date

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     

	     
	     
	     


Approval

	Department Administrator Name
	Title
	Date

	Department Administrator Name
      
	     
	      

	Signature of Approval


Attachments
· Form ITS-2805 Information Security Risk Assessment Worksheet.
· If applicable, additional evaluation items as determined to be needed by the HIPAA administrator or designee for unique operations and circumstances. 
