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Purpose of the Data Center/Communication Room Access Request

The CSU Information Security Policy, Section 8080.0, requires physical areas where information assets containing protected data are stored to be protected from unauthorized access.  One level of control requires all individuals whose job duties mandate that work be performed in these restricted area to complete and submit this request for review and approval.
Instructions
Faculty, staff or administrators should use this form to request authorized access to a data center, switchroom, telephone closet or other communications room managed by ITS.  Neatly print or type the requested information in each section, and obtain the required approval signatures. Make a copy of the completed form for your records, and submit the original to the ITS Help Desk (LIB PW Lobby).  Failure to fill out this form completely and accurately may result in a delay in processing your request.  Employees will be notified if or when their requests are approved.  Employees must present their Golden Eagle Cards at the ITS Help Desk when picking up their assigned data center/communication room access code(s).  
Note: Except under strict, defined conditions, third-party service providers or consultants may not apply for data center/communication room access. To enter a data center or communication, and to handle its contents, third parties must be accompanied by authorized University employees.  Read ITS-1013-G User Guidelines for Data Center and Communication Room Access for more information.
Requestor Information
	Name

     
	Department

     
	Office Extension

     

	Position Title

     
	College/Division

     
	E-mail Address

     

	Campus Identification Number (CIN)
     
	Department Extension

     
	

	Position (check one)

 FORMCHECKBOX 
 Full-time Faculty    FORMCHECKBOX 
 Part-time Faculty    FORMCHECKBOX 
 Department Chair    FORMCHECKBOX 
 Administrator    FORMCHECKBOX 
 Staff     FORMCHECKBOX 
 Other       

	Job Duties (List only the specific duties that require this access.)
     

	Justification for Access to Data Center/Communications Room (Explain the reason why you cannot perform your job duties without this access.)

     


Access Request
	Required Access Period (check one)

 FORMCHECKBOX 
 Standard (Continuous)          FORMCHECKBOX 
 Temporary (Monitored) from dates        to      

	I am requesting access to the following rooms (check all that apply and enter their locations, if applicable):

	 FORMCHECKBOX 
 Data Center
 FORMCHECKBOX 
 Switchroom     
	 FORMCHECKBOX 
 Telephone Closet(s)      Locations:       
 FORMCHECKBOX 
 Other                             Locations:       

	I am requesting access to the following systems, equipment, servers or cables:

 FORMCHECKBOX 
 All systems
    FORMCHECKBOX 
 Specific systems (list):      
 FORMCHECKBOX 
 All equipment
    FORMCHECKBOX 
 Specific equipment (list):      
 FORMCHECKBOX 
 All servers
    FORMCHECKBOX 
 Specific servers (list):      
 FORMCHECKBOX 
 All cables
    FORMCHECKBOX 
 Specific cables (list):      


User Responsibilities and Appropriate Use of Access Agreement
As a condition of my being granted data center/communication room access code(s) and/or PIN(s) and authorization to handle the equipment, systems and servers specified, I agree to the following:

1. I will treat my data center/communication room access code as confidential information and will not share or divulge the code in any manner. 

2. If I must keep a written copy of my code and PIN, I will keep the code in a secured location.

3. I will not identify my access code or PIN as being connected with a data center or communications room. 

4. I will not post or leave my access code in any unsecured location, such as my workstation, laptop, phone, desk, PDA, electronic storage device, planner, purse or wallet.

5. In the event the access code is lost or stolen, or if I suspect others are using it, I will immediately notify ITS by e-mailing ITSecurity@calstatela.edu.

6. I will only handle the equipment and systems that I am authorized to access.

7. I will not open a data center/communication room door for any unauthorized person.  

8. I will not leave the door ajar when working in a data center or communications room, and I will secure the door upon exit.

9. I will not eat, drink or smoke in any data center/communication room.

10. I understand that all confidentiality and appropriate use agreements signed by me are still in effect.

11. I understand that Information Technology Services will perform periodic random audits to ensure that users comply with the access authorizations granted to them.
12. I have read and understand all access requirements outlined in ITS-1013-G User Guidelines for Data Center and Communication Room Access.

13. I agree to comply with all state and federal laws and regulations, CSU policy, Executive Orders, University Administrative Procedures and Administrative Policies, and ITS user guidelines, standards and procedures related to technology security and information security.
14. I understand that failure to adhere to the terms and conditions listed above could result in my data center/communication room access being revoked.

I have read the terms and conditions of my data center/communication room access and authorizations. I understand these terms and conditions, and I agree to abide by them.

	Applicant Signature
	Date
     


Department Approvals
By signing this request, approvers affirm that the applicant’s job duties meet the requirements for granting access to the University data centers and communication room applied for, and agree to immediately e-mail ITS at helpdesk@calstatela.edu if a) the applicant separates from the University, b) the applicant’s job duties no longer require access to a data center or communication room, or c) there is any reason to revoke or modify the access granted through this request.
	Department Chair/Manager (print name)

	Signature
	Date 



	Dean/Director (print name)

	Signature
	Date





For ITS Use Only

	Asst. Director, Network Ops Center, Servers and Technology Operations
	Approve?

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	If no, state reason for denial:
	Date

	Director, IT Infrastructure Services
	Approve?

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	If no, state reason for denial:
	Date

	Manager, Communications Operations


	Approve?

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	If no, state reason for denial:
	Date 

	Director, IT Security and Compliance


	Approve?

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	If no, state reason for denial:
	Date

	VP ITS and CTO


	Approve?

 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No
	If no, state reason for denial:
	Date


Approved Access and Authorizations 

(To be completed by the assistant director for Network Operations Center, Servers and Technology Operations)
	This user is approved to access and handle the following equipment in the requested data center(s)/communications room(s):

 FORMCHECKBOX 
 All systems

 FORMCHECKBOX 
 Specific equipment (list): 


	 FORMCHECKBOX 
 All equipment

 FORMCHECKBOX 
 Specific cables only (list):  


	 FORMCHECKBOX 
 All servers
               FORMCHECKBOX 
 Specific servers (list): 



	 FORMCHECKBOX 
 All cables
                             FORMCHECKBOX 
 Specific cables (list): 




Notification

Date of Notification:

Notified by:  
Requestor Name ______________________________________










Original: HRM Personnel File

